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Proposed Supervisory Guidance on Risks of Using Social Media:
Is Your Institution Prepared?

On January 17, 2013, the Federal Financial
Institutions Examination Council issued its first ever
proposed Supervisory Guidance on Risk
Management of Social Media (“Proposed
Guidance”). After the close of the 60 day comment
period and consideration of comments received,
the FFIEC plans to issue final supervisory guidance
in this area.

The Proposed Guidance applies to all forms of
social media, including micro-blogging sites (eg
Facebook, Twitter, MySpace, etc.), customer
review web sites and bulletin boards (eg Yelp),
video-sharing sites (eg, YouTube, Flickr),
professional networking sites (eg LinkedIn) as well
as virtual world and social gaming sites. Social
media generally includes all media that is
interactive in nature as opposed to those with
more static content such as company websites.

The Proposed Guidance asserts that financial
institutions using social media should implement a
robust risk management program. However, even
where a financial institution does not use social
media, the Proposed Guidance still would require
the institution to be prepared for “negative
comments or complaints that may arise within the
many social media platforms and provide guidance
for employee use of social media.” Components of
a risk management program should include:

® C(Clear guidance on who is responsible for
directing how the institution uses social media.

® Policies and procedures (either alone or
incorporated into other policies and
procedures) that address the use and
monitoring of social media to ensure
compliance with applicable laws, regulations
and guidance.

® Adue diligence process for selecting and
managing any third-party service provider
relationship in connection with social media.

® Employee training for official, work-related use
of social media and defining impermissible
activities.

® Qversight process to monitor information
posted to the institution’s proprietary social
media sites.

® Audit function to ensure compliance with
applicable policies and procedures.

The Proposed Guidance also notes that (1) there
are no exceptions from application of all relevant
banking laws and regulations to services and
products offered by the institution through social
media and (2) institutions must be alert for
potential defamation or libel risks attendant to
social media where there is a broad distribution of
information exchanges. In light of the foregoing,
we suggest that this is an opportune time for your
institution to:
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e  Review the Proposed Guidance at:
www.ffiec.gov/press/Doc/FFIEC%20social%
20media%20guidelines%20FR%20Notice.pdf

e Either review or update relevant policies and
procedures or task management with drafting
such policies and procedures.

e  Review employee handbooks to ensure that the
institution has addressed permissible and
impermissible use of social media by employees.

e Review your D&O insurance policies and
endorsements to ensure that the institution is
covered for allegations of defamation or libel
occurring on social media against directors,
officers or employees.

The attorneys at Bybel Rutledge LLP are available to
assist your institution and senior management with
any of these reviews.
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